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Abstract
Security is a crucial service in wireless sensdwoeks thatis feasible in some situations. Therefore, WSN
becoming increasingly common in WSNs because veisele gpplications need to be extremely energy-aware. VSN
sensor nodes are typically deployed in an unattbndge mostly unguarded. Hence capturing a node
environment, leaving them open to possible hostdévork physically, altering its code and getting private

attack. Because wireless sensor nodes are limited | . . . . . .
computing power, data storage and communicatio formation like cryptographic keys is easily passi

capabilities, any user authentication protocol nngstlesigned 10F @n attacker. Wireless medium is inherently bizest
to operate efficiently in a resource constrainedirenment. N nature. This makes them vulnerable to attackes&

With a widespread growth in the potential applicasi of attacks can disrupt the operation of WSN and camev
WSN, the need for reliable security mechanismgiiem has defeat the purpose of their deployment. An advgrsar
increased manifold. Security protocols in WSNs,ikenthe can launch DoS attacks without much effort (e.grev
traditional mechanisms, need special efforts asdeis to be without cracking keys used for cryptography-based
addressed. The set of challenges in sensor netwams so|ytions). The Application domain of Wireless Sens
?A‘i’se:f:r;e"r"e focus on attacks on Wireless Sensowdiktin - Network ‘is diverse due to the availability of micro
Keywords: Wireless Sensor Network, WSN, Securit)fﬂl].iorsth antd d!qw-p|ower wwelgssh communications.
Attacks. ike the traditional sensors, in the remote senso
network, a vast numbers of sensors are densely
deployed. These sensor nodes will perform significa
) signal processing, computation, and network self-
1. Introduction configuration to achieve scalable, robust and ltved
networks [3]. WSN's unique features, sensor network
Wireless Sensor Networks (WSN) consist of smafkre used in wide range of applications in areas lik
Devices—called sensor nodes—with RF radiohealth, military, home and commercial industrieum
processor, memory, battery and sensor hardware. \Way to day life [4] [5] [6].
use the term sensor network to refer to a hetesmen In the near future, this wide range of application
system combining tiny sensors and actuators withreas will make sensor networks an integral pafifef
general purpose computing elements. One can phecis€’]. WSN technology enables monitoring of vast and
monitor the environment with widespread deploymeriemote geographical region, in such a way that
of these devices. Sensor nodes are resource-doestra abnormal events can be quickly detected. The cbst o
in terms of the RF radio range, processor speesensor nodes varies from hundreds of dollars teva f
memory size and power. Apart from this, sensor sod€ents, depending upon their size and complexitge Si
are generally stationary. The traffic rate is vieny and and cost constraints on sensor nodes result in
traffic is periodic as well. There may be long idlecorresponding constraints on resources such agygner
periods during which sensor nodes turn off thaiioao memory, computational speed and transmission range
save energy consumed by idle listening. Recharging [8].
replacing batteries is expensive and may not eeen b
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sensor network individual sensors are subjectdargg
2. Security Issues in WSN's compromise. Where the nature of communication is
broadcast and hence an attacker can overhear regssag
a&osted by any sensor node, security is an important
ISssue here. Wireless Sensor Networks (WSNs) are
comprised of many small and resource constrained
sensor nodes that are deployed in an environment to
gther sensed data and forward that data to iméeres
egal users. Attacks against wireless sensor né&swor
ould be broadly considered from two different levaf
jews. One is the attack against th8ecurity
echanisms and another is against th&outing

Typical WSN has the various network components
Sensor motes (Field devices) Field devices are
mounted in the process and must be capable ofniguti
packets on behalf of other devices. In most casesg t
characterize or control the process or proce
equipment. A router is a special type of field devihat

does not have process sensor or control equipnmeht &
as such does not interface with the process itse
Gateway or Access points A Gateway enables

communication between Host application and fielMeChan'smSﬁ L
devices.Network manager A Network Manager is The major attacks in wireless sensor networks are
' as follows:

responsible for configuration of the network, saled) . .
communication between devices (i.e., configuringesu *  Denial of Service (DoS)
frames), management of the routing tables and * Selective forwarding attack
monitoring and reporting the health of the network. * Sinkhole attack

Security manager — The Security Manager is * Sybil attack
responsible for the generation, storage, and manage *  Wormholes attack
of keys [1]. The security goals are classified amary * HELLO flood attack

and secondary [2][9]. The primary goals are known a + Acknowledgement spoofiagd sniffing
standard security goals such as Confidentiality, « Energy drain attack

Integrity, Authentication and Availability. The .

secondary goals are Data Freshness, Self- Organmizat
Time Synchronization and Secure Localization . .
However, the security mechanisms devised for wele Denial of Service Attack

ad hoc networks could not be applied directly for _ )
wireless sensor networks because of the architctuPenial of service attack may also occur tatscal
disparity of the two networks. While ad hoc netwsork layer by jamming (by broadcasting mechanism)
are self-organizing, dynamic topology, peer to peend/or tampering (modification or fabricationj the
networks formed by a collection of mobile nodes an@acket. In Link Layer it is by producing lksibn
the centralized entity is absent [10]; the wirelssasor data, exhaustion of resources and unfairnessise
networks could have a command node or a baserstatf networks. In network layer, it occurs by waof
(centralized entity, sometimes termed as sink). ThHeeglecting and the greediness of packets reguittito
architectural aspect of wireless sensor networkiccouPath failure. In transport layer, DOS attack ocouue
make the employment of a security schemes littte bf0 flooding and de-synchronization. DoS is produbgd
easier as the base stations or the centralizediesnti the unintentional failure of nodes or maliciousi@tt
could be used extensively in this case. Neverthelbg ~DOS attack is meant not only for the adversarysnapt
major challenge is induced by the constraint of0 subvert, disrupt, or destroy a network, but &fso
resources of the tiny sensors. In many cases, seasp any event that diminishes a network’s capability to
expected to be deployed arbitrarily in the enem?l’OVlde a service. In wwgless_ sensor networks_ersaév
territory (especially in military reconnaissancersario) types of DoS attacks in different layers might be
or over dangerous or hazardous areas. Therefoga, ity Performed. At physical layer the DoS attacks cdutd
the base station (sink) resides in the friendlysafe jamming and tampering, at link layer, collision,

area, the sensor nodes need to be protected fromg beexhaustion and unfairness, at network layer, negled
compromised. greed, homing, misdirection, black holes and at

transport layer this attack could be performed by
malicious flooding and de-synchronization. The
mechanisms to prevent DoS attacks include paynoent f
network resources, pushback, strong authenticatiwh
identification of traffic.[11]. An attacker can dage
WSN pose unique challenges and because of thigd replace a node, for example, by stealing or
traditional security threats that the other entitiecless replacing information or cryptographic keys. At fivek
network face cannot assume for WSN. In a largeescalayer the attacker can generate collisions and wstien
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may be caused from protocols that attemptentities, the innocent nodes may be routing rpdth
retransmission repeatedly, even when triggered by aata through the same malicious node.

unusual and suspicious collision. Additionally

unfairness threats may occur when the attackersseek

abuse a cooperative MAC-layer priority scheme. This

threat may not result a total DoS, but it couldSinkhole (Black hole) Attack

downgrade the service which others experience.

In this type of attack, attacker places Milihdn a
network with high capability resources (high
processing power and high band width) by chiii
always creates shortest path. As a result, all passes
through attackés node (compromise node). A
WSNSs are usually multi-hop networks and hence basedmpromised node which is placed at the centre of
on the assumption that the participating nodes wilome area creates a large “Sphere of influence”,
forward the messages faithfully. Malicious or akiag  attracting all traffic destined for a base statimom the
nodes can however may refuse to forward Certagbnsor nodes. Some routing protoco|s try to Vd‘.h@
messages and simply drop them, ensuring that tfeey &jdirectional reliability of a route with end to @n
not propagated any further. If they drop all thekgds  acknowledgements which contain information regagdin
through them, then it is called a Black Hole Attackthe reliability or latency information. When we wider
However if they selectively forward the packetgrthit the |aptop-class adversaries with a powerful trafism

is called selective forwarding. These attacks arghich can actually provide a high quality link beew a
typically most effective when the attacker is esily node and the base station, then the adversaryasily e
included on the path of a data flow. However, agupe the other nodes. The adversary creates a large
attacker may also be able to jam the network byim sphere of influence, which will attract all traffic
causing collisions of packets of interest. To idelu destined for the base station from nodes which beay
himself on the path of the data flow, the advers@y several hops away from the compromised node. The
use two major strategies which correspond to timk Si attacker targets a place to create sinkhole whecari
Hole Attacks and the Sybil Attacks. attract the most traffic, possibly closer to theséa
station so that the malicious node could be peeckas

a base station. The main reason for the sensoworew
susceptible to sinkhole attacks is due to theicigfieed
communication pattern. It may be extremely diffidolr

an adversary to launch such an attack in a network
where every pair of neighboring nodes uses a unique

It aims to obtain some confidential information tthakey to initialize frequency hopp|ng or Spread Spﬁ‘nt
should be kept secret during the communication. Th&mmunication.

information may include the location, public key,
private key or even passwords of the nodes.

Selective Forwarding Attack

Eavesdropping Attack

Wormhole Attack

The attacker connects two different parts of théhad

network using an extra communication channel as a
Sybil Attack tunnel. As a result two distant nodes assume they a
neighbors and send data using the tunnel. Thekattac
has the possibility of conducting a traffic anasysir
selective forwarding attack. In the wormhole attac
6{12], an adversary tunnels messages received iparte
of the network over a low-latency link and replalysm
f'n a different part. Specifically, packets trangedt

rough the wormhole should have lower latency than

those packets sent between the same pair of nages o
f normal multihop routing. The simplest instance laét
ttack is a single node situated between two atbdes
orwarding messages between the two of them. An

In Sybil attack [13], the attacker/malicious nodew
multiple identities. Since each actual node insensor
network has a single identity, hence numerous thre
can be observed. For example, in case of i4moft
transmission, the malicious node may get an identi
which is the same as that of the next-hop of
neighboring node, hence getting access toofllts
data. Serious threats are also possible in cagbeo
multi-path routing.  Since adversary has multipl
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adversary situated close to a base station maplee@ Acknowledgement Spoofing/Sniffing Attack
completely disrupt routing by creating a well-pldce

wormhole. An adversary could convince nodes Wh@pe inherent broadcast medium, an adversary caf spo

would normally be multiple hops from a base statiof) layer acknowledgments for “overheard” packets
that they are _onIy one or two h_OPS avyay_ via thgddressed to neighboring nodes. Protocols thatsehoo
wormhole. This can create a sinkhole: since thﬁ'le next hop based on reliability issues are sutxdep
ad\_/_er_sary on _the oth_er side .Of the wormhole cay acknowledgments spoofing. These results in gacke
artlf_|C|aIIy prov_lde a high _qu_ahty route to the sm being lost when travelling along such links, thealgo
station, potentially all traffic in the surroundireyea includes convincing the sender that a weak lirdtisng
%r that a dead or disabled node is alive. Sincéketac
sent along weak or dead links are lost, an adweisat
bsffectively mount a selective forwarding attack ngsi

significantly less attractive. This will most likeklways
be the case when the endpoint of the wormhole

relagvely farl f_rom a base statlog...WormAhoIes. can backnowledgement spoofing by encouraging the target
used to exploit routing race conditions. A routiRge 4 to ransmit packets on those links.
condition typically arises when a node takes some

action based on the first instance of a message it .

receives and subsequently ignores later instarfctmp  ENergy Drain Attack

message. In this case, an adversary may be abketd

some influence on the resulting topology if it cause WSN is battery powered and dynamically organided.

a nodes to receive certain routing information befio is difficult or impossible to replace/recharge s®ns
would normally reach them though multihop routingnode batteries. Because there is a limited amoéint o
Wormholes are a way to do this, and are effectiane energy available, attackers may use compromisedshod
if routing information is authenticated or encryte to inject fabricated reports into the network ongeate
Wormholes can also be used simply to convince twlarge amount of traffic in the network. Fabricated
distant nodes that they are neighbors by relayaukgts reports will cause false alarms that waste realldvor
between the two of them. Wormhole attacks wouldesponse efforts, and drain the finite amount argn
likely be used in combination with selective fordimgy in a battery powered network. However the attack is

or eavesdropping. possible only if the intruder’'s node has enoughergy
to transmit packets at a constant rate. The airthisf
HELLO Elood Attack attack is to destroy the sensor nodes in the n&twor

degrade performance of the network and ultimately s
he network grid and consequently take control arft p

Many protocols require nodes to broadcast HELLQ¢ e sensor network by inserting a new Sink node.

packets for neighbor discovery, and a node reogivin

such a packet may assume that it is within (normal)

radio range of the sender. So an attacker withtgrea

range of transmission may send many neighborsoHell 4. DEFENSE TECHNIQUES IN WSNs
messages to a large number of nodes in a big &téa o

network. These nodes are then convinced that the

attacker is their neighbor, so that all the nodet w

respond to the HELLO message and waste their ener :
Consequently the network is left in a state of ositn. gP’abIe 1 shows the summary of various attacks

The result of a HELLO flood that every node thitke 1N Wireless sensor networks and defense

attacker is within one-hop radio communication mng techniques these attacks.
If the attacker subsequently advertises low-costes

nodes will attempt to forward their messages to the

attacker. Protocols which depend on localized

information exchange between neighboring nodes for

topology maintenance or flow control are also scibje

this attack. HELLO floods can also be thought of as

one-way, broadcast wormholes.
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Table 1: Attacks on WSNs &

Defense Techniques

Treat Layer Defense
Technique
Jamming Spread
Physical | Spectrum
Tempering Temper
Proofing
Exhausting Rate
Link Limitation
Collision ErrorCorrectin
g Code
Route Inform Authenticatin,
Manipulating Encryption
Selective Redundancy,
Forwarding Probing
Sybil Attack Authenticatin
Sinkhole Monitoring,
Redundancy
Wormbhole Flexible
Routing
Hello flood Two Way
Network | Authenticatio
Flooding Transport | Limiting
connection
numbers
Clone attack | Applicati | Unique pair
on wise Keys

5. Conclusions

This paper outlined different security issues attacis
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