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Abstract 

The recent progress in the digital multimedia 
technologies has offered any facilities in the 
transmission, reproduction & manipulation of data. 
However, this advancement has also brought the 
challenge such as copyright protection for content 
providers. Digital Watermarking is one of the proposed 
solutions for copyright protection of multimedia data. 
This technique is better than Digital Signature and other 
methods because it does not increase overhead. Digital 
Watermarking is not an older Field. There are many 
research are going in this field. Researchers have 
invented technique those increase the Security, Capacity 
and Imperceptibility of Watermarked Images. Here, in 
this Thesis our main focus is on providing robustness for 
web applications i.e. we provide the security to images 
those are stored in remote server so that unauthorized 
customer will not receive the image from server because 
the image is watermarked by using the Algorithm 
described in this research work and if the customer will 
hack the image then he / she will get the distorted image. 
Keywords: Steganography, Data hiding methods, 
Requirement and Feasibility Analysis. 

1. Introduction 
 
Image watermarking is a technique which allows 
an individual to add hidden copyright notices or 
other verification messages to digital audio, video, 
or image signals and documents.  The technique 
takes its name from watermarking of paper or 
money as a security measure. Digital watermarking 
can be a form of steganography, in which data is 
hidden in the message without the end user's 
knowledge. 

A watermark can be classified into two sub-types: 
visible and invisible. Visible watermarks change 
the signal altogether such that the watermarked 
signal is totally different from the actual signal, 
e.g., adding an image as a watermark to another 
image.  

Invisible watermarks do not change the signal to a 
perceptually great extent, i.e., there are only minor 
variations in the output signal. An example of an 
invisible watermark is when some bits are added to 
an image modifying only its least significant bits. 
Invisible watermarks that are unknown to the end 
user are steganographic. 

 
2. Methodology 

 
Data hashing and digital watermarking are useful 
for tamper detection, but at the same time these 
techniques have associated disadvantages. For 
example, a typical data hash will process an input 
file to produce an alphanumeric string unique to the 
data file. If one or more bit changes occur within 
this original file, thereby resulting in a modified 
data file, the same hash process on the modified file 
will produce a completely different alphanumeric. 
In this manner, if a trusted source calculates the 
hash of the original data file, subscribers can verify 
the integrity of the data. The subscriber simply 
compares a hash of the received data file with the 
known hash from the trusted source. If the hash 
results are the same, they can assign an appropriate 
degree of confidence to the integrity of the received 
data. On the other hand, if the hash results are 
different, they can conclude that the received data 
file was altered.  

3. Requirement & Feasibility Analysis 
 

Feasibility is the measure of how beneficial or 
practical the development of the system will be to 
the organization. It is a preliminary survey for the 
systems investigation. It aims to provide 
information to facilitate a later in-depth 
investigation.  

 
Having gone through all measures of feasibility we 
report to the management to figure out if the 
objectives of the new system are met. If and when 
the objectives of the system are met and the new 
system is approved, then the more specific details 
in the proposal should be considered and approved. 
 

4. Feasibility Considerations 
 

There are various measures of feasibility that helps 
to decide whether a particular project is feasible or 
not. These measures include – 

• Operational Feasibility 
• Technical Feasibility 
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• Social Feasibility 
• Economical and Financial Feasibility 
• Legal Feasibility 

 
5. Outline Of The Research 

The central idea of the research work is to develop 
and implement an algorithm to produce the 
watermark that work on different format of images. 
The watermark produced by this algorithm must be 
fragile enough that it can be easily decoded when a 
proper private key or the license authentication is 
used. And robust enough that it can withstand 
different transmission parameters e.g compression 
filters etc. The developed algorithm tends to 
produce the watermark on the image which is semi 
transparent or semi visible which carries the 
properties of both the Spatial (Visible) as well as 
the Invisible watermark. More over the algorithm 
implemented using C# is very easily uploaded on 
web pages to secure the online images from any 
unauthentic attacks. The watermark developed can 
be applied to CD’s, DVD’s of images, audio, video 
to curb the piracy.  

 
6. Varous Data Hiding Methods 

 
CRYPTOGRAPHY i.e. the study of secret (crypto) 
writing (graphy), can be defined as the science of 
using mathematical algorithms to encrypt and 
decrypt data back. It allows two people, in a 
standard example known as Alice and Bob, to 
communicate with each other securely. This means 
that an eavesdropper (undesired) known as Eve will 
not be able to listen in on their communication. 
Cryptography also enables Bob to check that the 
message sent by Alice was not modified by Eve 

and that the message he receives was really sent by 
Alice. 

A message is known as a plaintext. The method of 
disguising the pain-text in such a way as to hide its 
information is encryption and the encrypted text is 
also known as a cipher-text. The process of 
reverting cipher-text back to its original text is 
decryption.  

This is shown in figure 2.1 

 

Figure 2.1: Cryptography: Conversion of Plain-
Text to Cipher-Text and Reverting the Plaintext 
Back 

While cryptography is about protecting the content 
of the messages, STEGANOGRAPHY is about 
concealing their very existence. Steganography 
comes from a Greek word that means covered 
writing (stego = covered + graphy = writing). 
Examples can be thought as messages exchanged 
between drug dealers via emails in encrypted 
forms, or messages exchanged by spies in covert 
communication. Steganography hides the fact that 
the communication ever occurred as shown in 
Figure 2.2. 

 

Figure 2.2: Use of Steganography for protection of text messages 

Let us consider that Alice, who wants to share a 
secret message m with Bob, selects randomly a 

harmless message or a cover object C. The message 
to be shared is then embedded into C, by using key 
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K (called stego-key), and the cover object C is 
transformed to stego object S. This stego object can 
be transmitted to Bob without raising any 
suspicion. This should be done in such a way that a 
third party knowing only the apparently harmless 
message S cannot detect the existence of the secret. 
The cover object could be any data such as image 
files, written text or digital sound. In a perfect 
system, a normal cover object should not be 
distinguishable from the stego object, neither by a 
human nor by a computer looking for statistical 
patterns. 

Alice transmits the stego object S to Bob over an 
insecure channel. Bob can reconstruct the message 
m by using the same key K as used by Alice during 
embedding the message in the cover object. The 
extraction process should not need any knowledge 
of the cover object. Any person watching the 
communication should not be able to decide 
whether the sender is sending and it covers with 
messages embedded into them. In other words, a 
person with a number of cover objects C1, C2 , 
……, Cn should not be able to tell which cover 
object Ci has the message embedded in it, and the 
security of invisible communication lies in the 
inability to distinguish cover objects from the stego 
objects. However, not all the cover objects can be 
used to hide the data for covert communication, 
since the modifications done after the data is 
hidden should not be visible to anyone not involved 
in the communication. The cover object needs to 
have sufficient redundant data, which can be 

replaced by secret information. Although 
steganography and watermarking both describe 
techniques used for covert communication, 
steganography typically relates only to covert point 
to point communication between two parties. 
Steganographic methods are not robust against 
attacks or modification of data that might occur 
during transmission, storage or format conversion. 

WATERMARKING, as opposed to steganography, 
has an additional requirement of robustness against 
possible attacks. An ideal steganographic system 
would embed a large amount of information 
perfectly securely, with no visible degradation to 
the cover object. An ideal watermarking system, 
however, would embed an amount of information 
that could not be removed or altered without 
making the cover object entirely unusable. 

As a side effect of these different requirements, a 
watermarking system will often trade capacity and 
perhaps even some security for additional 
robustness.The working principle of the 
watermarking techniques is similar to the 
steganography methods. A watermarking system is 
made up of a watermark embedding system and a 
watermark recovery system. The system also has a 
key which could be either a public or a secret key. 
The key is used to enforce security, which is 
prevention of unauthorized parties from 
manipulating or recovering the watermark. The 
embedding and recovery processes of 
watermarking are shown in Figure 2.3 and 2.4.

 

 

 

Figure 2.3: General Watermarking Block Diagram 
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Figure: 2.4 General Watermarking Decoding to recover Original Image 

For the embedding process the inputs are the 
watermark, cover object and the secret or the public 
key. The watermark used can be text, numbers or 
an image. The resulting final data received is the 
watermarked data W. 

The inputs during the decoding process are the 
watermark or the original data, the watermarked 
data and the secret or the public key. The output is 
the recovered watermark W. 

 

7. Development Of Algorithm  
Implementation  

 

After the deep study of various watermark 
technique it is emphasized that a watermark must 
be developed that can be directly applied to the 
digital image and then it can be implemented in 
such a way that it can be applied in connection with 
the modern web development techniques which can 
be used to curb the piracy. So learning from the 
various watermark techniques studied the following 
result has been driven. 

 

1. The visibility of the watermark must be 
taken a very good care such that it must 
represent the copyright of the owner as 
well as it is invisible enough that it should 
not interfere with the quality of the image 
which has some commercial value i.e. 
which is for sale such as paid online 
images and camera digital images also. 

2. It is visualized that the visibility factor α 
must be well set to satisfy our 
requirements of visibility of the watermark 
and disturbance to the image.  

3. It is also learnt that in case of colored 
images the RGB values of image must be 

considered before application of the 
watermark on to the digital picture so that 
it must not produce any bad effect on the 
picture. That is the watermark color 
should be chosen such that it must not 
look odd when it appears over or behind 
the image.  

4. It is also learnt that size of picture and the 
watermark to be applied must be 
matching. If the size mismatch is too large 
then watermark or the logo appearing on 
the image will look odd. 

5. The position of the watermark on to the 
picture must be taken well care off. As 
Human Visibility System States that 
Centre of the picture is the most 
significant part so use of watermark on the 
centre should be avoided. 

6. After deciding the above mentioned 
factors a programming language must be 
chosen for example if the requirement is 
only for the experimental purpose then use 
of MAT Lab is recommended as it 
calculates all the significant figures and 
the graph. However if the application 
demands the use of the image for 
commercial purposes e.g. hosting any web 
server or any E-Com Application then any 
web development language is preferred to 
make the program more user friendly. 

7.  The application of the watermark should 
be carefully planned and the program in 
chosen language should be written taking 
all the demanding aspects carefully. 

 

Application: Taking all the above mentioned 
aspects of the watermark from the literature 
surveyed an application has been planned that can 
be implemented on E-Commerce application to 
curb the piracy of the digital images. The program 
has been written in C# using GDI classes. 
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8. Summary, Conclusions & Future 
Aspects Of The Work 

 
The research work represents technique of 
watermarking making use of human visibility 
system at different frequencies and gazing effects 
on different parts of the picture. The watermark 
generated is semi transparent type i.e. semi visible 
carrying the advantages of both the visible and the 
invisible watermark. More over the visibility of 
watermark is under control of an algorithm and can 
be very easily changes as per changing 
requirements. It carries the advantage of the visible 
watermark i.e. it is robust and easily visible hence 
easy to detect the copyright on to the picture. It 
carries the advantages of non visible watermark 
also i.e. it does not interfere with the picture 
elements. It is manually designed by taking care of 
the picture statistic i.e. value of RGB and W 
components and more over it is placed on part of 
the picture which is not so significant portion. The 
RGB components of part of the picture have been 
first calculated by deciding the region where it is to 
be placed than by differentiating that region in 
pixels. The size of the watermark is always cropped 
to fit to that region. Unlike other watermarking 
algorithm visible or not visible which fixes a 
method of the application the proposed method is 
very flexible and under our control so can be very 
easily match the application requirements. The 
robust results from the methods are expected as the 
watermark is normally is to be applied on the 
periphery region of the image to be watermarked. 
The proposed technique is compatible and can be 
programmed with latest user friendly languages 
which are in connection with the latest online, E-
Commerce and shopping applications as given in 
the example. More over the proposed method can 
be applied to all types of image formats e.g. jpeg, 
bmp etc. 

While testing the algorithms, the computational 
complexity of the algorithms is not taken into 
account, since the main application is assumed as 
the copyright protection. As noted, the 
computational cost and memory requirements are 
not a priority in copyright protection. The owner of 
the content may want to prove his/her ownership, 
whether it takes days to complete the watermark 
detection process. In contrast to the case, if the 
same idea is used in a broadcast monitoring 
application, the algorithm should surely take those 
requirements into account. Although formal tests 
are not performed, the complexity of algorithms is 
not demanding. 
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