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Abstract

fixed infrastructure. There are several well known

Mobile ad hoc networks (MANET) can be defined as aprotocols in the literature that have been spedific

collection of large number of mobile nodes thatrfdemporary
network without aid of any existing network infragtture or
central access point. Each node participating émigtwork, acts
both as host and a router and must therefore imgviio forward
packets for other nodes. The characteristics of MANrovides
large amount of degree of freedom and self-orgagizi
capability that make it completely different frorther network.
Due to this nature of MANET, design and developmeht
secure routing is challenging task for researchean open and
distributed communication environments.

The main work of this paper is to address the s$wcigsue,
because MANET is generally more vulnerable to vesio
attacks, so we proposed a secure routing protacdViANET,
named ASRP (Authenticate Secure Routing Protocokdas
DSDV (Destination- sequence distance vector). Pphigocol is
designed to protect the network from malicious amlfish
nodes. We are implementing Extended Public key ©gmpphy
mechanism in ASRP in order to achieve security goals

Keywords: MANET, Security, Cryptography. DSDV, OLSR,
SEAD, SAR, SOADV, Ariadne, Aran, EPKCH.

1. INTRODUCTION

MOBILE AD-HOC NETWORKS - Ad hoc networks
offer methods for self-organizing networks. Eachbite

node operates not only as a host but also as &rroutable

forwarding packets for other mobile nodes in thevoek
that may not be within the direct transmission e
each other. Each node participates in an ad hotingou
protocol that allows it to discover multi-hop pathsough
the network to any other node.

Thus, this is the idea of Mobile ad hoc networlaliso
called infrastructure less networking, since thebiteo
nodes in the network dynamically establish routngpng
themselves to form their own network. The area obite

developed to cape with the limitations imposed tyhac
networking environments. Most of the existing ragti
protocols follow two different design approaches to
confront the inherent characteristics of ad hoavosts,
named the table-driven and the source-initiated on-
demand approaches. Routing Protocols characteristid
types are shown in table.

[ Routing Protocols ]

\ 4 A 4 \ 4
~N N\ 4
Table driven Source on demand Driven Hybrid
Or Proactive or Reactivi
T A T S
DSDV WRS ACDY DSR ABR ZRP || TORA

Table-Driven Ad-Hoc Routing Protocols:-Tabledriven
ad hoc routing protocols maintain at all times nogit
information regarding the connectivity of every eotb
all other nodes that participate in the networksdAl
known as proactive, these protocols allow everyentud
have a clear and consistent view of the networkltmyy
by propagating periodic updates. Therefore, allesoare
to make immediate decisions regarding
forwarding of a specific packet. As an example wb t
protocols that follow the table driven design agmto we
will briefly present the Destination-Sequenced Biste-
Vector (DSDV) protocol and the Optimized Link State
Routing (OLSR) protocol.

the

-Destination  Sequenced Distance-Vector  Routing
(DSDV):- DSDV is a table-driven routing protocol based
on the Bellman-Ford algorithm. The DSDV protocohca

ad hoc networking deals with devices equipped tobe used in ad hoc networking environments by assyimi

perform wireless communication and networking.
Wireless devices form a network as they become ewfar
each other’'s presence. They communicate directty wi
devices inside their radio range in a peer-to-pature.

ROUTING IN MANETS - Routing in mobile ad hoc
networks faces additional problems and challengesnw
compared to routing in traditional wired networkghw

that each participating node acts as a router. Bade
must maintain a table that consists of all the jndess
destinations. DSDV protocol adds a sequence nuraber
each table entry assigned by the destination node,
preventing the formation of routing loops causedstajfe
routes. The routing tables are maintained by paréig
transmitted updates by each router to all the rEighg
routers.
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-Optimized Link State Routing (OLSR):- The Optimized
Link, State Routing (OLSR) protocol is a proactiiek
state routing protocol based on the Open Shortatt P

First (OSPF) protocol. OLSR has been specifically

developed, to support mobile ad hoc networks. Th8RD
protocol can be conceptually divided into thrededént
operations,
signaling traffic and distribution of topological
information. The distribution of topological infoation
function is realized with the use of periodic topmp}
control messages that result in each node knowing
partial topology graph of the network which is thesed
for the computation of optimal routes. Types ofasks in
MANETs: Flooding Attack, Black hole Attack, Link
Spoofing Attack, Wormhole Attack, Colluding Misdag
Attack.

SOURCE-INITIATED ON AD HOC ROUTING
PROTOCOLS - According to this approach a route is
created only when the source node requires one to
specific destination. A route is acquired by thitiation

of a route discovery function by the s node. Théada
packets transmitted while a route discovery is riocpss
are buffered and are sent when the path is edtablisAn
established route is maintained as long as it dggiired

namely neighbor sensing, distributioh o

cryptographic hash function, digital signature and
certificates.
-CONFIDENTIALITY: Keep the information sent

unreadable to unauthorized users or nodes. Onetovay
keep information confidential is to encrypt the ajaind
another technique is to use directional antenrtaalso
ensures that the transmitted data can only be seddsy
the intended receivers.

-INTEGRITY: Ensure that the data been not altered
during transmission. The integrity service can beviged
asing cryptography hash function along with somemfo
of encryption. When dealing with network securibet
integrity service is often provided implicitly byhe
authentication service.

-AVAILABILITY: Ensure that the intended network
security services listed above are available tartended
parties when required. The availability is typigadindure

By redundancy physical protection and other non-
cryptographic means, e.g. use of robust protocol.

-ACCESS CONTROL: To prevent unauthorized use of
network services and system resources: Obviousbess
control is tied to authentication attributes. Inngel,
access control is the most commonly type of seriice

through a route maintenance procedure. The Ad hoc O both network communications and individual computer
demand Distance Vector (AODV) routing protocol and systems.

the Dynamic Source Routing protocol are examples of

this category of protocols, also known reactivet@eols.

-Ad hoc On-demand Distance Vector Routing (AODV):-
The AODV protocol Uses route request

discover the paths by a source node. An intermediatle
that receives a RREQ replies to it using a roufdyre
message only if it has a route to the destinatitrose
corresponding destination sequence number is greate

(RREQ)
messages flooded through the network in order to .

-VULNERABILITY IN MANET: Malicious and selfish
nodes are the ones that fabricate attacks agdiysiqal,
link, network, and application-layer functionalit@urrent
routing protocols are exposed to two types of &tac

Active attacks
» Passive attacks

Table: Classification of Security Attacks

equal to the one contained in the RREQ. This dffelst
means that an intermediate node replies to a RRiifo
it has a fresh route to the destination. Otherwee,

Wormhole Aka

Modification, Denial of Service

Active attacks | Spoofing, Fabrication,

its

intermediate node broadcasts the RREQ packet to
neighbors until it reaches the destination.

“Passive Attack§ Eavesdropping, traffic analysispitooing

-Dynamic Source Routing (DSR):- The Dynamic Sour
Routing protocol is based on a method known ascsour
routing. The route discovery process in DSR is Isinto

the one used by AODV, except that each intermediatére performed by the malicious nodes that bear some

node that broadcasts a route request packet aldsvit
address identifier to, a list carried in the pacKEehe
destination node generates a route reply message t
includes the list of addresses received in theeroatjuest
and ‘transmits it back along this path to the seuRoute
maintenance in DSR is accomplished through th
confirmations that nodes generate when they caifyver
that the next node successfully received a packet.

SECURITY GOALS:-

-AUTHENTICATION: This service verifies the identity
of node or a user to be able to prevent impersomati
Authentic can be provided using encryption alonghwi

ACTIVE ATTACKS: Active attacks are the attacks that

energy cost in order to perform the attacks. Actittacks
involve some modification of data stream or creatid
hfalse stream. These attacks can be classifiedfimtber
following types.

 Spoofing: Occurs when a malicious node misrepresents

Gts identity order to alter the vision of the netWo
topology that a benign node can gather.

 Fabrication: The notation “fabrication” is used when
referring to attacks performed by generating fataging
messages. Such kind of attacks can be difficuliieatify
as they come as valid routing constructs, espgdialthe
case of fabricated routing error messages, whiaimcl
that a neighbor can no longer be contacted.
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* Wormhole Attack: An attacker record packets at one several solution proposed by researcher, they inere
location in the network and tunnels them to anothercompletely new stand-alone protocol or in some £ase
location. Routing can be disrupted when routingtmdn  incorporation of security mechanism into existingg dike
messages are tunneled. This tunnel between twodbog DSDV and AODV Since routing is an essential functio
attackers is referred as a wormhole. Wormhole kdtace  for ad hoe networks, the integrated security procesl
severe threats to MANET routing protocols. should not hinder its operation. In order to analgxiting
solution in structured way we have classified thiebo
three categories; Solution based on Symmetric
cryptography, solution based on  Asymmetric
cryptography and Hybrid solution.

« Modification: The attacker performs such attacks is
targeted to integrity of data, by altering packat o
modifying packets.

. Dgnl_al of Service:This active attack aims at obstructing SYMMETRIC CRYPTOGRAPHY SOLUTIONS: -
or limiting access to a certain resource. The nesogan

be a specific node or service or the whole netwdte  -SEAD- The Secure Efficient Ad hoc Distance Vector
nature of ad-hoc networks, where several routestexi (SEAD) is a secure ad hoc network routing protdased
between nodes and routes are very dynamic givémad on the design of the Destination-Sequenced Distance
a built-in re to Denial of Service attacks, compiate  Vector (DSDV) algorithms. For developing SEAD, the
fixed networks. table driven approach is followed. It is also knoas

PASSIVE ATTACKS: In passive attacks the attacker proactive routing protocol. In order to find shattgath,
- . between two nodes, the distance vector routingopodt

does not perturb the routing protocol, insteaddrgxtract i distributed : f Bell Ford Alitio

the valuable information like node hierarchy antivoek utilizes a distributed version of Bellman Ford Altom.

topology from it. The goal of opponent is to Obisin The SEAD routing protocol proposed two different

information that is being transmitted. Passivecktaare methods in order to authenticate the source of each

e ; routing updates. The first method require clock
very d_|ff|cult to detect because they do not ineokmy synchronization between nodes that participate ha t
alteration of data.

network and the second method require the existefice
« Black-hole attack In a black hole attack a malicious shared secrete between each pair of nodes.

node advertising itself as having a valid routethe _SRP: Secure Routing Protocol (SRP) was developed

%?S:?:tltotnﬁewI;EI;EQESV\;EEGOTEI(z);\rrll thfirzx;a:glfners Acg‘:tdg: based on estimation Source Routing protocol (DSRg
P P y 9- operations of SRP require the existence of a Sgcuri

can completely modify the packet and generate fake o L
information, this cause, the network traffic dieettor association (SA) between source node initiatinguter

dropped query and the destination node. The security aagoni

' can be utilized in order to establish shared sekegt
« Rushing attack: If a fast transmission path (e.g. a between the two nodes, which is used by SRP. THe¢ SR
dedicated channel shared by attackers) exists bettiee  protocol appends a header (SRP header) to the tpacke
two ends of the wormhole, the tunneled packets carasic protocol. The source node sends a route seguiid
propagate faster than those through a norm mutfti-hoa query sequence number (QSEQ) that is used by the
route. This forms the rushing attack. The rushittgck  destination in order to identify outdated requestandom
can act as an effective denial-of-service attackires all query identifier (QID) that is us identify the syfec
currently proposed on-demand MANET routing request. The intermediate nodes broadcast the doery
protocols, including protocols that were designedbe  their neighbors, after updating their routing table

secure, such as ARAN and Ariadne. -Ariadne: Ariadne is a secure routing protocol developed

 Replay attack An attacker that performs a replay attack by Yih-Chun F David B. Johhson and Adrian Perrigdzh
retransmitted valid data repeatedly to inject teéwmork  on the Dynamic Source Routing protocol (DSR). Anied
routing traffic that has been captured previoudihis is an on-demand routing protocol, which find rouges
attack usually targets the freshness of routeschmitalso ~ when it required, dynamically. Ariadne uses MAC and
be used to undermine poorly designed security isolut shared keys between nodes to authenticate betvashss n
and use time stamps for packet lifetime. It corgdino
phases in its routing mechanism; Route discoveny an
Route maintenance.

* Location disclosure attack An attacker discover the
Location of anode or structure of entire networksl a
disclose the privacy requirement of network throtigé
use of traffic analysis techniques; or with simgeobing ASYMMETRIC CRYPTOGRAPHY SOLUTIONS
and monitoring approaches Adversaries try to figome
the identities of communication parties and anatyagic
to learn the network traffic pattern and track aemin
.the traffic pattern. The leakage of such informmatis
devastating in security.

-ARAN: The Authenticate routing for ad hoc network
(ARAN) is a secure routing protocol for MANET,
developed by Kimaya Sanzgiri, Bridget Dahilly, Bria
Neil Leviney, Clay Shieldsz and Elizabeth M. Belglin
Royer based on AODV. ARAN utilizes cryptography
SECURE AD HOC ROUTING: There exist several mechanism in order to achieve security goals suh a
proposals that attempt to architect a secure rgutinauthentication, message integrity, and non-repiadiat
protocol for mobile ad hoc network, In order toemft ad-hoc network. It uses asymmetric cryptography to
protection against in the previous section. There a secure routing in an ad hoc network and requirearsal
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trusted third party. It consists of three distirapera

stages: the first stage is the preliminary cediion
process that requires existence of a trusted icartef
authority (CA). The second operational stage of th

protocol is the route discovery process that pewdd-

to-end authentication. The third operation stagdRAN
protocol is optional and ensures that the shopast is

discovered. ARAN uses public key cryptography and
central certification authority server, for node
authentication and neighbor node authenticatioroine
discovery. It prevents spoofing attacks using a&sm@mmp.

Tunnelling Yes Yes Yes Yes Yeg Yes

Spoofing Yes No No No No No
e

Blackhole Yes No No No No No

Wormhole Yes Yes Yes Yes Ye Yes

Routing Yes No No No No No

table

overflows

-SAR: SAR was developed using a
framework. Each node in the network is assigneth wit
trust level.

Security of SAR can be evaluated in terms of ttergel
and message integrity.

Trust Level: SAR routing mechanism is based on the

behavior associated with the trust level of a uleis a

binding between the identities of the user are t
associated trust level. To follow the trust hiehgrc

cryptographic technique like: encryption, public yke
certificates shared secrets, etc. are employed.

trust-based

Yes = Attack Possible, No = Attack not Possible

So the attacks on this framework can b
analyzed based on trust level and message integrity

[I. EXISTING WORK

INTRODUCTION TO EXTENDED PUBLIC KEY
CRYPTOGRAPHY: The word “Cryptography” is
derived from Greek word means “secrete writing.” It
provides set of mathematical tools for securing

heinformation. Cryptography can be used to protect

sensitive and valuable information from malicious
hackers. The fundamental goals of cryptography are:
confidentiality, data integrity, authentication amebn-

repudiation. There are mainly two categories of

Message integrity: The compromised nodes can utilize cryptography mechanism that are used for designing

the information flow between nodes and reading ofsecurity based

packets to: launch attacks. It results in corruptd info
confidentiality of the info and in de of networkrégiees.
The Security analysis on the attack patterns igdam
the trust based framework. So the analysis depemdise
key management used and the cryptographic syste
applied.

HYBRID SOLUTIONS:- In this category we have
included the secure routing protocols that emploghb
symmetric and asymmetric cryptographic operatidine
most common approach is to digitally sign the imable
fields of routing messages in order to provide gritg
and authentication, and to use hash chains to qirtiie
hop count metric.

-SAODV: Secure Ad hoc On-demand Distance Vector®

(SAODV) is a proposal for security extensions te th
AODV protocol. The proposed extensions utilize w@ibi

system. One is Symmetric
Cryptography and other is Public key Cryptography.

SYMMETRIC KEY CRYPTOGRAPHY: This crypto-
system used same key for both encryption and dgoryp

key

n{g is also known as Secrete key Cryptography. Both

sender and receiver have the same key, when they
communicate to each other.

The Advantages of Symmetric key Cryptography are:

* Widely used and very, popular,
* Very fast relative to other crypto-system, and
» Cipher text is compact.

The Disadvantages of Symmetric key Cryptography are
Non-repudiation is not possible,
* Require large number of keys to communicate.

Key length is small compared to public key

signatures and hash chains in order to secure AOD\;ryptography.

packets. In order to facilitate the transmission tioé
information required for

message format.
consist of the following fields. The hash functifiald
identifies the one way hash function that is uSSODV
is a widely implemented protocol in industry dueit®

strong security features. SADOV uses a central ke)P

management in its routing topology. Digital signagiare
used to authenticate at node level and has chaised to
prevent the altering of node counts.

Table: Shows mapping between the attack patternsna protocols

Protocols SEAD | Ariadne | SRP | ARAN | SAR SOADV

DoS Yes Yes Yes Yes Yes Yes

the security mechanisms,
SAODV defines extensions to the standard AODV
These SAODV defines extension

PUBLR KEY: CRYPTOGRAPHY:- This crypto-
system uses two keys, one key for called public &ey
ther key for decryption called private key or sterkey
Also known as Asymmetric key cryptography). Each
user has two key one public key and other privag. k
The public key of each user is available to alkothser in
ublic key database. The public key and private &ey
mathematically linked. Encryption is performed wgsin
public key and decryption is performed using peviaey.

The Advantages of Public key Cryptography are:

* Support Non-repudiation

« Consider to be very secure, and

» The number of keys managed by each user is nassh |
than symmetric key cryptography

IJCSMS
www.ijcsms.com

135



136

IJCSMS International Journal of Computer Science &Management Studies, Vol. 12, Issue 02, April 2012

ISSN (Online): 2231 —5268

WwWw.ijcsms.com
The disadvantages of public key cryptography are:
* Much slower than Secrete Key cryptography

* Key length is large
« Cipher text is much larger than plain text.

Ill. PROPOSED WORK

EXTENDED PUBLIC KEY CRYPTOGRAPHY
(EPKCH):- The extended Public key Cryptography is a nodes. When a new node enters into network athdtues
modified form of public key cryptography. To gentera updates its own info table. This means that evegen
public key and private key, each node utilized RSAhave complete knowledge about the network structure
algorithm. This cryptosystem is mainly designed for When nodes finish initialization they switch thetss to
securing data during packet forwarding operatioth @lso
to detect malicious and selfish node during networkpacket. Lazy mode is the default mode of each mduen
initialing and packet forward operation. As we dissed
above the symmetric key cryptography and public keyForward packet they switch from lazy mode to manito
cryptography are limited in their operation, they ot
possess the requisite feature to secure the MANEMAs soon as they finished the packet forwarding they
cryptography switch back to lazy mode. In lazy mode the lazy enod
mechanism has been extended to secure the MANETorwards the Pack Lazy packet to its neighbor node.

operation.

operation.

So,

existing public

key

The extended public key cryptography
mechanism is basically suited for MANET environment
but apart from MANET, it is suited well for other

environment also. Confidentiality is the basic teat

provided by the public key cryptography but extehde
public key cryptography also provides authentiaatio

non-repudiation and integrity.

COMPARISON: The following is the comparison table

of the EPKCH with other.

possible destinations and information about othwtes.
When a new node enters into network all the nodes
updated its own info table. This means that everglen
have complete knowledge about the network structure
The ASRP is a proactive secure routing protocole Th
design of ASRP follows the table- driven app in ethi
each node maintains, a node info table regardihgark
structure, route information from a particular smuto its

all possible destinations and information aboutepth

Lazy mode (LM), where they are waiting for forwaha
they do not do an If any node wants to forward Rlaek

mode (MM), and then to packet forwarding mode (PFM)

So, there are four modes corresponding to different
activity of node. The IM is responsible for the
establishment of MANET LM is the default Ode of the
node where they do not do anything MM mode is
responsible for monitoring the network and nodejlevh
nodes leaving and joining the network, The IM also
detects the malicious and selfish node Within tbevork

The PFM also detects the malicious and selfish node
during packet forwarding operation.

Support for Symmetric Public Key Extended ASSUMPTIONS: Proposed secure protocol aims to
key Cryptography Public Key protect the network from attgckers. Proposed scheme
Cryptography Cryptography work under several assumptions as foII_ows. _
» The network link should be bidirectional thatifs,
Non- No No Yes node A is able to transmit to node B, then B misi &
repudiation able to transmit to A _
e The wireless interface should support promiscuous
Features . . .
mode operations that is, each node can receivepyafo
Message No Yes Yes the messages being transmitted by other nodesnifthi
Authentication receiving range
* A public key infrastructure must exist in the MEN
features under consideration. Each mobile node stores thégu
key of all other nodes.
Packel NG NG Yes e The trust reIgUon could be instantiated. Fomayke:
modification by knowing public key of other nodes.
eat «  There must be a security association betweercsour
Features node and destination node.
Number of keyl N2 e e * There must be a security association betweercsour
' _ ' node and destination node.
required for the private key and| private keyand| . The existence of security association should be
n node n public key n public key justified because, host choose to employ a secure
communication schemes and consequently, shoulthlbe a

to authenticate each other.

INTRODUCTION TO DESIGN, DEVELOPMENT
AND SIMULATION OF ASRP: The ASRP is a
proactive secure routing protocol. The design ofRRS
follows the table driven approach, in which eacldao
maintains, a node into table regarding networkcstme,
route information from a particular source to ith a

V. CONCLUSION

Wireless mobile ad hoc networks present difficult
challenges to routing protocol designers. Mobility,
constrained bandwidth, and limited power causeuiet|
topology changes. The very basic nature of the nafde
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