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Abstract
Mobile Ad-hoc Networks consist of wireless host ttha
communicate with each other. The routes in a MoBilehoc
Network may consist of many hops through other$bstween
source and destination. The hosts are not fixeal Mobile Ad-
hoc Network; due to host mobility topology can charany
time. Mobile Ad-hoc Networks are much more vulnézato
security attacks. Current research works on seciioigile Ad-
hoc Networks mainly focus on confidentiality, intig,
authentication, availability, and fairness. Desigh routing
protocols is very much crucial in Mobile Ad-hoc MNertk.
There are various techniques for securing Mobile-had
Network i.e. cryptography. Cryptography providesioiht
mechanism to provide security, but it creates vemych
overhead. So, an approach is used which is anatogou
Biological Immune System, known as Artificial Immu8gstem
(AIS). There is a reason of AlIS to be used for sgcpurposes
because the Human Immune System (HIS) protectshdialy
against damage from an extremely large number ofmfoh
bacteria, viruses, parasites and fungi, termedogaths. It does
this largely without prior knowledge of the struauof these
pathogens. AIS provide security by determining -troisted
nodes and eliminate all non-trusted nodes from#te/ork.
Keywords: Ad- hoc, MANET, Cryptography, Artificial
Immune System.

1. INTRODUCTION
Mobile Ad-hoc Network (MANET) - A Mobile Ad-

hoc Network (MANET) is a wireless network that dam
formed without any pre-existing infrastructure ihieh a

broadcasts its neighbors list from time to timend a
source sends the packet to a forwarder Het the
required destination on its neighbors list. Thiq dze
extended to more than two hops by using the shortes
route based on hop-count. This does not always fead
the selection of the best route when there is acehd
better approach may be to try to minimize the nundfe
medium access attempts along the entire route s.g.
choosing hops based on their previous probability o
success).

Probability of success depends on two differentoiisc

1. The signal strength depends upon the lengtlopf h
2. Interference depends on the traffic congestimurad
the receiving node.

Routing can be of two types: Re-active routing &mnd-
active routing.

MANET Routing Protocols - MANET routing
protocols can be categorized as two types of potgoc
1) Table-driven/pro-active routing protocols

2) Source-initiated (demand driven) routing prolec

Table driven routing protocols — These protocols
attempt to maintain consistent, up-to-dateuting
information from each node to every other nodeha t
network. In these protocols, each node maintaie ©r
more tables to store routing information, atlky

node can act as a router an(_JI a host A MANET is atespond to changes in network topology by propaga
autonomous system of mobile routers connected bynqates throughout the network in order to maingin

wireless links. In MANETS, topology may change dipi
and unpredictably, since the routers are free tovemo
randomly and organize themselves arbitrarily. réhe

no fixed infrastructure in MANET. Such networks are

envisioned to have dynamic, sometimes rapidly-cheng
random, multi-hop topologies which are likely corapd
of relatively bandwidth- constrained wireless links

MANET Routing - Ad-hoc wireless networks provide
direct peer-to-peer communication between noddsowtt
the need for any infrastructure (hubs, access patt.),

where source and destination are out of range ef on
another, packets may be forwarded by one or mor

intermediate nodes. In the simplest system, evedgn

consistent network view

On Demand Driven Re-active Protocols-On
demand protocols create routes only when desired by
source nodes. When a node requires a route tadteti,
it initiates route discovery process within the watk.
Once a route is discovered and established, it
maintained by route maintenance procedure untileeit
destination becomes inaccessible along every path f
source or route is no longer desired.

is

Routing Attacks in MANET - MANET has no clear

fine of defense, so it is accessible to both legite users

and malicious attackers. In the presence of maigio
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nodes, one of the main challenges in MANET is to
design the robust security solution that cqamotect
MANET from various routing attacks. InAWET
different routing attacks, such as flooding, blacke, link
spoofing, wormhole, and colluding misrelay attacés,
well as existing solutions to protect MANET protteco &
The malicious nodes can attacks in MANET using
different ways, such as sending fake routing infation
fake messages several times and advertising fake to
disrupt routing operations.

Types of Attacks in MANETs: Flooding Attack, Black
hole Attack, Link Spoofing Attack, Wormhole Attack,
Colluding Misrelay Attack.

White Bloo Cells Defend against Germs

Security Techniques-In MANETS, security is a Major
issue because of there is no clear line of defangelack
of infrastructure. So, topology changes rapidlyefehare
various security techniques that are used for piogi
security in wireless networks
1) Cryptography
2) Public Key Cryptography
3) Private Key Cryptography
4) Trust based models
5) Collaborative techniques for Intrusion Detestio e R TR :
All these technigues introduce much overheguch Macrophages ldentify Germs
is not required because of bandwidth constraint
limitation in MANETSs. There is another techniqueigth  Fig.1.12: Physiology of Primary Organs of BIS
has been used in my dissertation which is Artificia
Immune System (AIS). AIS provide security by a neeth  In this way, the immune system works in a coordidat
which is analogous to Biological Immune System (BIS manner to monitor the body for germs or substativas
AIS is used because of two reasons: Firstly, th& Bl might cause problems.
provides the human body with a high level of protet  The two basic types of leukocytes are:
from invading pathogens in a robust, self-organiaed |) Phagocytes. Cells that chew up invading orgasism
distributed manner. Secondly, current techniquesius  2) Lymphocytes. Cells that allow the body to rember
computer security cannot cope with dynamic andand recognize previous invaders and help the body
increasingly complex nature of Ad-hoc networks #relr destroy them
security.

2. OBJECTIVE
Biological Immune System-
The BIS is a system of biological structures mageoti  The MANET can be unsecure due to either internal or
special cells, proteins, tissues, and organs, Watk  environmental factors or both. MANET faces this
together to protect the body against germs andogetts  problem because of the undefined infrastructurey An
every day. It detects a wide variety of antigemsnf  node can join network or disjoin network at anytans of
viruses to parasitic worms, and needs to distifgthem  time. Therefore, node authentication should be know
from the organism's own healthy cells and tissnesder  pefore providing any services of the network torthees.
to function properly. BIS does a great job of keepi This dissertation reaches the objective that nmiginode
people healthy and also preventing infectious. €alls  should not get right to transfer the informatiorthivi the
involved for functioning of BIS are white blood kebr network. To achieve this objective an approach
leukocytes which come in two basic types that como  analogous to BIS is implemented to detach good siode
seek out and destroy disease-causing organisms &bom bad nodes. This approach is termed as AlS
substances. Leukocytes are stored in many locatbns
body, including bone marrow, spleen and thymus.yThe 3. LITERATURE SURVEY
are also called lymphoid organs. The leukocytesutate
through the body between the organs and nodes Vii)

lymphatic vessels and blood vessels. Arun -~ Kumar Bayyaet. al. [Kentucky

University], "Security in Ad-hoc network",
presented overview of existing security tegbes
that can be employed in Ad-hoc networks. Key
management,  Ad-hoc Routing  and Intrusion
Detection = were  also discussed. Key management
protocols are still very expensive and not verggafuse.
There is a need to make existing routing protocatse
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secure and robust to adapt to the demanding regeirts 5. Generation of network for AODV protocol using
of the MANET. Intrusion detection is also critical MATLAB

research area and difficult to achieve in the resou

deficient Ad-hoc environment. Suitability of AIS to MANET- MANETSs has mobile

nodes which act as router. The nodes in MANET fitmed
2) P. Yi et. al.,, "A New Routing Attack In  responsible for the forwarding of traffic from soer
Mobile Ad-hoc Network", an approach where each nodes to destination node through intermediate si0de
node monitors the RREQ it receives and maintains d&ecentralization and node instability are some key
count of a RREQ’s received from each sender dusing features in MANETSs. There are two types of attairks
present time period. The RREQ from a sender whosMANETS, internal attack and external attack. In the
RREQ rate is above threshold will be dropped withou internal attack, the nodes within the network cam b
forwarding. Unlike this method where the threshadd compromised and can mislead other nodes to miss-
fixed, this approach determines the threshold based forward the packets to the false nodes. The nouébel
statistical analysis of RREQs. MANETSs can join or leave the domain without reqdire
3) S. Kurosawa et. al., "Detecting blackhole permission, so nodes cannot be trusted. The maticio
attack on AODV based MANET by dynamic attackers are the external attackers that misrobee
learning method", proposed statistical based anomaly packets to false nodes. In human body, whenevess vir
detection approach to detect the black hole attdased enters th? anubodles are produced Wh'c.h kills SAE
on differences between destination sequencmbars ONCe antibodies are produced, they continue tot éxis

of the received RREPS. It can detect the black httack 1€ b?dyl and tlr\e_ljluturl_eh chance of entering thbesyisu q
at low cost without introducillg extra routing fraf and completely negligible. The same process can be urse

it does not require modification of existing prattse A the MANEZ bg det%cting _dmalic:]ous f nodes_ anﬂ
location information based detection method to cdiek compromlsfeh n(')w;;é‘_lr_‘ Tr;]rov(; 'ng tdem drom using the
spoofing attack by using cryptography with a Global services of the - The detected nodes cannet us

Positioning System (GPS) and at time stamp. zﬁirggfesfcf)rfml\,iﬂ\éﬁ:r in future. Therefore the BIS are

4) Y-CHu ET. al., "Wormhole attack in wireless : : :
" ) Mapping BIS to Security Architecture- To map
network”, proposed two types of lashes: temporal Iashe%IS to MANET mobile Ad-hoc domain is mapped with

and geographical lashes to defend against Wormholfﬁqe human body. The mobile nodes present in MANET

attack. Drawback of temporal leash is thatraquires are now taken as similar to Lvmoh nodes in the huma
all nodes to tightly have synchronized clocksor body ymp

geographical lash, each node must know its owrtipasi
and have loosely synchronized clocks. A sender of a

packet includes its current position and sendimgeti Natural immune _ Security approach
Therefore, a receiver can judge neighbour relatiops Body Mobile Ad-hoc domain
computing distance between itself and the sendea of Lymph nodes Mobile nodes
packet. The advantage of this approach is thatithe
synchronization needs not to be highly tight. Self Normal behavior
. " Antigens Sequence of normal observed patterns
5) Jungwon Kim ET. al. [2006], "Immune
system approaches to Intrusion Detection- A Detectors Special patterns
Review", proposed the analogy between the Human Antibodies A pattern with the same format as

Immune System (HIS) and Intrusion Detection System representation of antigen
(IDS) naturally attracts computer scientists teeegsh on

immune system approaches to intrusion detectiore ThTable: Mapping Immune System to Security
review conducted in this paper focused on progidin  Architecture.

overview of IDS for AIS researchers to identify taibie

intrusion detection research problems. Informatioas In MANETS, there can be compromised nodes and the
also provided for IDS researchers about currenifiéiel  trusted nodes. The compromised nodes are alsodcalle

Immune System (AIS) solutions. malicious nodes which miss-route the packets. Tirsted
nodes are self nodes which forward the right patéet
4. METHODOLOGY right destination at right time. The compromisede®
which can forward wrong data and also can forwathd
This work follows the methodology that is as follw to a node which is not destination is called ndh+sede.
1. Generation of MANET through MATLAB Antigens mapped with sequence of normal observed
programming. patterns. BIS is mapped with MANET to secure MANETS
2. Implementation of AIS from malicious attacks. The system to secure MANIST
3. Creating IA and sending a copy to all nodes. security is provided by BIS in human body is called

4. Self/non-self-discrimination is done through IA Artificial Immune System.
programming in MATLAB.
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Artificial Immune System- AIS is a beneficial [5] Rashid HafeezKhokhar ET. al., "A Review of Gnt
method for applying security in the MANETSs. As the Routing Attacks in qulle Ad Hoc Ngtwork s". 'Intetmmal
decentralization and node instability are the kegtdres 2°ural of computer science and security, volumieiggue (3)

in the MANET_s_ and the same nature exist in the BIS.[G] Bing Wu etal, "A Survey on Attacks and
System s_calab|l|ty can be mfluencgd by a systemh s o ntermeasures in  Mobile Ad H oc  Networks"
a centralized feature in a decentralize natureuslver of  \yjreless/Mobile Network Security, Springer journgp. 1-
AIS have been built for a wide range of applicasion 35,2006.

including document classification, fraud detecti@md

network- and host-based intrusion detection. Fouisey [7] K. Sanzgiriet. al., "A Secure route Protocob®rof IEEE
using AIS a multi rolled agent created called Imeun International Conference on Network Protocols (ICN#®), 78-
Agent. The agent resides on the basic node indheath 87, 2002

and a replica of this IA will be sent to other intiag

nodes during new connection establishment [8] S. Hofmeyr and S Forrest, "Architecture for Artificial

Immune System", Evolutionary Computation Journal .\V&|
No.4, (2000), pp. 443-473.

5. CONCLUSION
[9] Robert L. Fanelli, “A Hybrid Model for Immune $pired

Network Intrusion Detection”, 2008, Springer jourrnap. 107-

Artificial Immune System (AIS) offers a ralaly o

novel and promising paradigm to solve the probbf

security in !\/Iobile. Aq-hoc Network. In this work, a [10lJimmy  Mcgibney, Dmitri  Botvich,  Sasiharan

comprehensive definition on the goals has beemdivat  gajasubramanimam, "A combined biologically andSagial

should be supported in anonymous routing protocolsinspired protocol to mitigating threats in Mobiled Ahoc

Each device in a MANET is free to move independentl Networks", 2007.

in any direction, and will therefore change itskinto

other devices frequently. Each must forward teaffi [11] ZhengYou,Jian Wang, " DJMH: A novel model tetect

unrelated to its own use, and therefore be a roiitee and igolate malicious hosts for mobile ad hoc netslo,

primary challenge in building a MANET is equipping E/Sevier. 2006, pp. 660-669.

each device to continuously maintain the informatio [12] Haiyun Luoet. al, "Self-securing Ad Hoc Wiesk

required to properly route traffic. This work pressd Networks", 7th IEEE Symp. On Comp. and Communications

various routing attacks and various ways t0(ScC), Taormina, 2002.

countermeasure those attacks. It addresses h&w wAll

be applied to MANET for securing MANETs withou [13] Hongmei Deng, Wei Li, and Dharma P AgrawRputing

creating overhead. Security in Wireless Ad Hoc Networks", IEEE Commuations
Magazine October 2002.

6. FUTURE SCOPE [14] Nikos Kominos, Dimitris Vergados, and r&tos

] ] . . . Douligeris," Detecting Unauthorized and Compromiisedes
Al is an emerging technique for securing wirelessin mobile Ad hoc networks", Elsevier, 2007, pp. 2888
network now a day and will grow in future. AIS whle

used for security purposes in future at very adednate
because the bandwidth is a major issue in wiredesa.
The AIS provides an approach for securing wireless
networks with less overhead. Therefore, AlS willused

in future for detecting intrusion, malicious nodesternal
attackers and other problems also.
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