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Abstract 

This paper describes the mechanism of Bluetooth authentication. 
In Bluetooth When two  units  want  to communicate they  need  
to  be  paired  to  each  other.  In the pairing process units are 
exchanging keys and authenticate each other. In this paper we 
used RSA algorithm by which two units are paired with secure 
way. 
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1. Bluetooth Pairing Introduction 

When Bluetooth devices come within range of another, 
an electronic conversation takes place to determine 
whether the devices in range are known or whether one 
needs to control the other. Most Bluetooth  devices  do  not  
require any  form  of  user  interaction  for  this to occur. If 
devices within range are known to one another, the 
devices automatically form a network– known as a 
pairing. 
Authentication     addresses     the     identity     of     each 
communicating device. The sender sends an encrypted 
authentication request frame to the receiver. The receiver 
sends an encrypted challenge frame back to the sender. 
Both perform a predefined algorithm. The sender sends 
its findings back to the receiver, which in turn either 
allows or denies the connection [1]. 
The steps of calculating the keys in the Bluetooth pairing 
process are as under:- 
 
Step 1 Each device creates a random number and 

encrypts it together with its hardware address. 
Step 2  The random number is XOR with initialization 

key and sent away to the other unit. 
Step 3  Now the two units have the other’s random 

number. The hardware address is public so each 
unit can calculate their counter parts encrypted 
random number together with hardware address. 

Step 4  Both units now do a bitwise modulo2 addition to 
combine the two units’ encrypted values. 

Step 5 The result of the modulo2 addition is the 
combination key of the two units. 

Step 6 A mutual authentications is required in order to 
confirm that both units have the correct 
combination key. After a successful 
authentication the old link key can be discarded. 

2. Bluetooth Authentication  

The Bluetooth Authentication procedure is based the 
challenge response scheme. Authentication addresses the 
identity of each communicating device. The sender sends 
an authentication request frame to the receiver. The 
receiver sends a challenge frame back to the sender. Both 
perform a predefined algorithm. The sender sends its 
findings back to the receiver, which in turn either allows 
or denies the connection [3]. Two devices interacting in 
an authentication procedure are referred to as the 
claimant and the verifier. The verifier is the Bluetooth 
device validating the identity of another device. The 
claimant is the device attempting to prove its identity. 
The authentication verification scheme is depicted in 
Figure 1. One of the Bluetooth devices (the claimant) 
attempts to reach and connect to the other (the verifier). 
The steps in the authentication process are the following: 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 
Figure 1 Existing Authentication Process 

 
Step 1:  The claimant transmits its 48-bit address 

(BD_ADDR) to the verifier.  
Step 2:  The verifier transmits a 128-bit pseudo random 

challenge (AU_RAND) to the claimant.  
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Step 3:  The verifier uses the authentication algorithm to 
compute an authentication response using the 
address, link key, and random challenge as 
inputs. The claimant performs the same 
computation. 

Step 4:  The claimant returns the computed response’ 
SRES’ to the verifier.  

Step 5:  The verifier compares the SRES from the 
claimant with the SRES that it computes. 

Step 6:  If the two 32-bit SRES values are equal, the 
verifier will continue connection establishment. 

The Bluetooth address is a public parameter that is 
unique to each device. This address can be obtained 
through a device inquiry process. The link key is a secret 
entity. The pseudo random challenge is designed to be 
different on every transaction. The random number is 
derived from a pseudo-random process within the 
Bluetooth device. 

3. Problem in the Current System 

When connection is made between the Bluetooth devices, 
an intruder device can be there in different ways. An 
intruder can act as the fake device in the different roles. 
The fake device can behave as false slave or false master. 
Similarly the intruder can be a active (changing the 
contents of the information) intruder or passive one 
(simply coping the information and sending the same 
information to the another end).  
 
It can continue the connections to the both 

communicating (original) device sr detach the one end� 

(another end is considering the intruder as the real one 

communicating device) [2]. Messages sent by device A� 
and device B are shown in figure 2. 
 
 
 
 
 
 
 
 
 
 
 

 
 

Figure 2 Messages in existing authentication 
  
In the existing authentication scheme of blue-tooth 
technology, mutual authentication is performed. First one 
device sends the random number for authentication to 

device second. Then the second device sends the 
response and sends another random number for the 
verification of first device. Then the first device sends the 
response of random number send by second device. In 
this way the identification of both the devices is done. In 
rsa, ciphering become at very high speed. It is usefully 
for end user. Here private keys are completely unknown 
to everybody and also ciphering and deciphering 
algorithm is same. In rsa technical advantages are as 
follows:- 
 
(i)  Ciphering and deciphering key are different. 
 
(ii) Programming can be done with a polynomial    

structure. 

4.  Improved Authentication Method 

In this section, we propose the solution to remove attacks 
by intruder. Here we propose a Algorithm in which 
Bluetooth address of both units are used in pairing .In this 
mechanism following steps are used for pairing. 
 

(i) First of all we convert BTDA of both  
units(Hx1,Hx2) into decimal form (D1,D2) 
 

(ii) We check if decimal value of both BTDA (D1,D2) 
are prime or not? If it is not a prime no then we 
change it into prime no by apply some method. 
 

(iii) After that both BTDA (D1,D2) assigning by new 
identifier (P,Q) for pairing we exchange value of P, 
Q. 
 

(iv)  In RSA Kp. Ks, C ,&P Formula are   as follows  
             C=(P) Kp Mod N    
             P= (C) Ks Mod N 
Where  

KP is a not factor of (P-1) *(Q-1) 
Ks is calculated by formula  
(KP* KS)  Mod ( P-1)* (Q-1)=1 
Here N=P*Q  

          P&Q are two prime No.  
BTDA means Bluetooth devices address  
C & P are cipher and plain text 

In flow chart BTD1 and BTD2 are two Bluetooth devices 
   
(v) After that we Apply RSA algorithm for calculating  

Kp , Ks, C &P on both Bluetooth Device for further 
calculation  
 

(vi) At the end Bluetooth devices get same C&P then we 
get secure pairing. 
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Figure 3 Improved method of pairing 
Since here both units involve there BTDA in pairing so 
third unit cannot interfere during pairing and cannot get 
any data of another both units. 

5. Conclusion 

We describe the solution to secure against the attack on 
Bluetooth authentication protocol. In the existing system 
the attacker does not need to guess or obtain a common 
secret known to both victims in order to set up these 
attacks, merely to transfer the information it receives 
from one victim to the other during the authentication 
process. If an unknown device wants to make 
connections or request for a service, then proper 
authentication is followed by authorization and 
encryption. We propose that the authentication process 
should be such that pairing will be become a secure 
manner but some complexity is remain here. In this 
process it takes a little time to start communication. 
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