[JCSM S International Journal of Computer Science and M anagement Studies, Vol. 11, Issue 02, Aug 2011

I SSN (Online): 2231-5268
WWW.ijcsms.com

56

Better Management of Defects for Improving Software Processes

Shruti Mittal?, Kamna Solanki?, Anuja Saroha®

Student of M .tech, M .D University, UIET

Rohtak, Haryana, India
Shrutimittal25@gmail.com

2Assistant Professor in CSE Deptt., M.D University, UIET

Rohtak, Haryana, India
Kamnal604@yahoo.com

3Student of M .tech, M.D University, UIET

Rohtak, Haryana, India
Anuja.singh@yahoo.com

Abstract

Every software after development needs to getdedle software
can be built “Defect Free”. After testing defecte aeported by the
use of a tool called “Defect Tracking System”. dlPefects
reported can be managed for enhancing the qudlgpfoware. This
paper present the view of how defects are managgdhe approach
used for managing defect i.e. defect managemerepso Also it can
be used for process improvement which means toeptefuture
occurrence of similar defects in processes.
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Software Process Improvement with Defect Management

. INTRODUCTION

and evaluating these defects followed by prioritiziand
managing them.
Using Defect tracking tool the following procesdallowed
e Logging in to the tool
» Defect Life Cycle
e Creating a defect
e Changing status of defects
Generating metrics and reports

Raising a Defect: It is important that the tester verifies the
defect by attempting to reproduce the failure apgddeking a

Defect (or Fault or bug) is aresult of an entry of erroneous Sécond opinion and where possible obtain the Initia

information into software.[1] This could be dueao error in
the requirements, design and architecture spetidita If
these discrepancies are not identified during éwew, then
these may get translated into the introductionro&gor into
the application that needs to be identified during testing
phase. These can come out as defects with diffeerdrity
(complexity) during testing.

A defect is a variance from specification. A defectlefined
as ‘any dignificant, unplanned event that occurs during
testing that requires subsequent investigation and/or
correction. Defects are raised when expected and actual test
resultsdiffer”. [3]

When a Defect is identified by a tester or uses,rélated
information (id, status and resolution, severityd goriority
and summary etc.) is recorded in a Defect traclaygtem.
This information is called a Defect Report. Developpok at
the Defect Report generated by tester and try $olve the
Defect.

Software systems may have hundreds of defects. cDefe

tracking is the process of identifying defects ipraduct, (by
inspection, testing, or recording feedback fromaoers),

acceptance of the Defect Manager[4].

The Defect Management Approach includes counting and
managing defects. Defects are categorized on tisés tue
severity, and the number of defects in each cayef@r This
count is used for planning the approach to be ¥adih Many
software development organizations use tools tweaat the
defect leakage metrics ( for counting the numbérdedects
that pass through development phases prior to tit@t¢a@nd
control charts to measure and improve developmentess
capability. Also these defect data can be usedsdédtware
process improvement (SPI)[8]. SPI is viewed as owjny
the software processes for the intent of increaiiegquality
of product [10].

[1. SOFTWARE DEFECT

Whenever a software product is examined, diffetgpés of
defects or bugs get encountered in software. Thedades

[2]:

REQUIREMENTS DEFECT:
A mistake made in the definition or specificatiohtloe
customer needs for a software product. This indude
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defects found in functional specifications; inteda
design, and test requirements; and specified stdada

» DESIGN DEFECT:

A mistake made in the design of a software profiLii
This includes defects found in functional descadps,
interfaces, control logic, data structures, erroeaking,
and standards.

» CODE DEFECT:

A mistake made in the implementation or codingaof
program. This includes defects found in programniclog
interface handling, data definitions, computati@nd
standards.

+ DOCUMENT DEFECT:

A mistake made in a software Product publicatibn]
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FIGURE 1

« DEFECT PREVENTION:
It is the process where different techniques, ndlagy &
standard get implemented for reduction of risk.

This does not include mistakes made to requirements

design, or coding documents

» TEST CASE DEFECT:

A mistake in the test case causes the Softwareuptdd
give an unexpected result.

+ OTHER WORK PRODUCT DEFECT:

Defects found in software artifacts tlae used to
support the development or maintenance offavace
product [17]. This includes test tools,
configuration libraries, and other
software engineering tools.

[Il. DEFECT MANAGEMENT PROCESS

The defect management process include several WYitesn
these steps get implemented in an organizatiorsetl@ave
more detailed procedures with some specified stalsdand
policies[11]. Steps in defect management procesg fram
organization to organization. Fig 1 shows genergps
include in management process are:

« DELIVERABLE BASELINE:
Milestones are established after which deliverabtesidered
to be completed and ready for further developmesrkvji7].
When deliverable is base lined, changes in it geitrolled.
Errors in a deliverable are not considered defantd after
the deliverable is base lined.

» DEFECT DISCOVERY:
This step involves the identification of a defeldbpefully,
the person discovering the defect is someone orteting
team [13]. In the real world, it can be anyone udahg the
other individuals on the project team, or on raceasions
even the end-customer.

compilers,
computer-aided

DEFECT RESOLUTION:

In this step, the developer fixes (resolves) théeaeand
follows the organization's process to move the tfixthe
environment where the defect was originally ideéedif

* PROCESSIMPROVEMENT:
In this step, the process in which a defect origidaget
identified and analyzed to identify ways to improtiee
process to prevent future occurrences of similfeals. Also
the validation process that should have identitieel defect
earlier is analyzed to determine ways to strengtheat
process.

The effectiveness of defect management systenfliseiced
by the organizational culture it operates withif[12 the

organization consider the defects as the part efptocess
rather than taking it negatively seem to be ablgetoser high
quality software.
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V. SOFTWARE PROCESSIMPROVEMENT
WITH DEFECT MANAGEMENT:

Software process improvement (SPI) is viewed agaripg
the software processes for the intent of increasiiegquality
of the software products [1,15] . This can be ddmeugh
understanding the original software process anchgdat in
order to increase the quality of the software potsiy2].
Grady claims software defect data is the most \déusource
of information for software process improvementisiens .

Further, the defect data provides a way of comparin

improvements done against historic defect datar@emto
measure the effect of the improvements. He argums h
ignoring defect data might yield dire consequendes
business performance of an organization throughuced
customer satisfaction and increased operationgs ¢b8].

There are three ways organizations approach thalingrof
defects according to Basili and Fredericks.

Firefighters
Approach

FIG 2

FIREFIGHTERS APPROACH :

The most basic approach is the firefighters whoehao
established processes for defect management dtharthe
ones required to keep track of them[7]. Howevegfijhters
do not use the defect data to facilitate any chaimgéhe
software processes. They have defined processes
collection and handling of defect data, but theedefiata is
never used.

REACTIVE APPROACH :

The second strategy is to be reactive. Organizati
employing a reactive strategy uses the collectéelctielata to
improve how they work.

PROACTIVE APPROACH :

The third strategy is being proactive. An organat
employing a proactive strategy analyses defect
continuously in order to prevent similar defectsonfr
occurring in the future [10]. They share defectadatross the
organization in order to elicit areas on wherempriove.

58

One useful way to evaluate software defects isransfer
process learning from individuals to organizatidhéncludes
brainstorming the root causes of the defects acorporating
what we learn into training and process changethabthe
defects won't occur again [14]. There are five step

Start shifting from reactive responses to defects
toward proactive responses.

Do failure analysis.

Do root cause analysis to help decide what changes
must be made.

Apply what is learned to train people.

Evolve failure analysis and root-cause analysis to

An effective continuous process inyamment

Process

A. REACTIVE USE OF DEFECT DATA (A
COMMON STARTING POINT):

After initial analysis, everyone reacts to defeetther by
fixing them or by ignoring them. This is oftélone with
fast response to issues and by following up wittches or
workarounds, when appropriate. There are some dautigat
could occur if reactive processes aren't compleetemtith
proactive steps to eliminate defect sources:

People can get in the habit of emphasizing reactive
thinking. This, in turn, suggests that management
finds shipping defective products acceptable.
Managers get in the habit of fixing defects late in
development or after release.

People place blame too easily in highly reactive
environment.

B. FAILURE ANALYSIS (CHANGING YOUR
MENTAL FRAME OF REFERENCE):

“Failure analysis is the evaluation of defect patteto learn
process or product weaknes§és].

jl'%re proactive use of defect data to eliminate tiegt causes
of software defects starts with a change in mefngahe of
reference. The reactive frame generally focusessiogle
defects and asks “How much do they hurt?” It alsnsiders
how important it is to fix particular defects comgd with
thers and asks “When must they be fixed?” The giiea
rame asks, “What caused those defects in the [ilste?
Which ones cause the greatest resource drain? owve
avoid them next time?

C. ROOT-CAUSE ANALYSIS PROCESSES:
“Root-cause analysis is a group reasoning procegdiexpto

dafRtect information to develop organizational undmsling of

the causes of a particular class of defé{2$
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There are many possible ways to analyze root-caasa.
Three approaches used in organization are:

»  One-shot root-cause analysis[18]
e Post-project root-cause analysis[18]
» Continuous process improvement cycle[18]

*+ ONE-SHOT ROOT-CAUSE ANALYSIS:
A good starting approach for organizations that ehaot
previously categorized their defect data by roaises is a
one-shot root-cause analysis [16]. This approachimizes
the amount of organizational effort invested by ngsi
someone from outside the organization to facilitabe
process.

* POST-PROJECT ROOT-CAUSE ANALYSIS:
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» The major difference between this process and thgl3]Clements, Szy perski, “Component Software, lglting
one-shot process is that organizations that staht w Company Addison — Wesley, New York,20@#Cheeseman
the one-shot process have not previously collecteld Dauds, “UML Components”, publisher Addison, Newrk; 2004

causal data. Organizations that already collecktS]Daniel,Galin, “Software
failure-analysis data and have an understanding

their past defect patterns analyze their data and
on their results more efficiently [4].

e CONTINUOUS PROCESS
CYCLE:
Some organizations have felt that root-cause aisalgsso
beneficial that they now use it to pursue contirsipuocess
improvement [9]. It appears to be a natural evohutirom
post-process root-cause analysis successes.

IMPROVEMENT

V. CONCLUSION

This paper gives a conceptual view of the defeatagament
and processes used in it. It is very useful to aganthe
defects for improving the process of software deweient.
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gmpany, Addison- Wesley, new York,2003
Ef16] Deutsch R, Williams R, “Software Quality Engering : A

6%otal Technical and Management Approach”, Printicdall

international London, 1998.

[17] Grady R., “Practical Software Metrics for Rrcj
Management and Process Improvement”, Prentice-Hall, 1992.
[18] Blanchard D.,
Analysis,”March12,1992.

Defect management reduce the cost of development of

software product as previous reports get used dolve the
defects .There are several difficulties involvedniianaging
the defect but simultaneously it also have manyefien
involved with it. Use of Defect management improvbs
quality of software. The organization that impletieg
defect management will have a good
customer. It is beneficial to integrate the defeetnagement
with software development process as it help inondng the
defects with every phase of development.
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