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Abstract
In this paper, we show that the security prooftfa route
discovery algorithm end air A is flawed, and moregthis
algorithm is vulnerable to a hidden channel att&¢k. also
analyze the security framework that was used fateo
discovery and argue that compos ability is an d&den
feature for ubiquitous applications. We conclude by
discussing some of the major security challengesdote
discovery in MANETS.
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[. INTRODUCTION

In a multihop wireless ad hoc network, mobile nodes
cooperate to form a network without using any
infrastructure such as access points or base rstatio
Instead, the mobile nodes forward packets for each
other, allowing communication among nodes outside
wireless transmission range. The nodes’ mobility an
the fundamentally limited capacity of the wireless
medium, together with wireless transmission effects
such as attenuation, multipath propagation, and
interference, combine to create significant chajésn

for routing protocols operating in an ad hoc networ
Mobile ad hoc networks (MANETSs) are dynamic
collections of autonomous mobile nodes with links
that are changing in an unpredictable way. They are
characterized by a dynamic topology and the lack of
any fixed infrastructure. The communication medium
is broadcast. The nodes can be regarded as wireless
mobile hosts with limited power (operating off
batteries), constrained bandwidth and transmission
range (typically 250-1000 meters in an open field).
The recent rise in popularity of mobile wireless
devices and technological developments has made
possible the deployment of such networks for sévera
applications. Indeed, because ad hoc networks to no
have any fixed infrastructure such as stations or
routers, they are highly applicable for emergency
deployments, disasters, search and rescue missions

and military operations. Finding and maintaining
routes in a MANET is a major challenge. So far,
most of the research has focused on functionality
issues and efficiency with security being given a
lower priority, and in many cases, regarded as an
add-on afterthought technology rather than a design
feature. Although such an approach may be suitable
for networks with predictable faults, it not sui@b
for MANETs in which we have unpredictable or
malicious faults. Of particular concern is the
possibility that an established route is under the
control of a malicious adversary, and will be
disconnected at a critical time when damage is
maximized, and when there is not sufficient time to
fix the route or to find alternative routes. In Buc
cases multipath routing is of benefit. Multipath
routing involves the establishment of multiple ath
between source and destination pairs. These paths a
used for replicated (or redundant) communicat@on t
prevent Byzantine attacks. Routing is a basic
functionality for multihop mobile ad hoc networks
(MANETS). These networks are decentralized, with
nodes acting both as hosts and as routers, fomgrdi
packets for nodes that are not in transmissioneang
of each other. Several route discovery algorithms
have been proposed in the literature. These focus
mainly on efficiency issues such as scalabilityhwit
respect to network size, traffic load, mobility,daon

the adaptability to network conditions such as link
quality and power requirements. Some of the
proposed routing algorithms also address security
issues but their security is restricted to ratheakv
adversary models. There are several reasons fr thi
the most important one being that it is hard to etod

a formal security framework that captures all the
basic security aspects of a MANET.
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2. SCOPE OF STUDY

PROPOSED SYSTEM:

Our main contribution in this paper is to show that
the security proof for endairA is flawed and thzaist
routing algorithm is similarly subject to a hidden
channel attack.

Revisiting the ABV model, we present
several reasons why we think that concurrent scuri
for MANET route discovery is essential. The ABV
model’s security standard is insufficient in preeti
because it requires the absence of channels that ar
always present in any real world MANET
application. We then argue that a higher security
standard namely composability is a fundamental
requirement for ubiquitous applications.
Subsequently, we make some observations about
issues that have to be addressed by any routing
protocol that achieves security in a composable
model.

MODULES:

1. Secure Route Discovery

2. Route Activation

3. Multicast Tree Maintenance
4. Data Forwarding

MODULES DESCRIPTION:

SECURE ROUTE DISCOVERY
The protocol follows the RREQ/RREP

procedure used by on-demand routing protocols, with
several differences. To prevent outsiders from
interfering, all route discovery messages are
authenticated. Only authenticated nodes can iaitiat
RREQs, and the group authenticated is required in
each request. Tree nodes use the tree token te prov
their tree status.

ROUTE ACTIVATION

The requester signs and unicasts on the seleakel ro
a multicast activation (MACT) message that includes
its identifier, the group identifier, and the sexce
number used in the RREQ phase. The MACT
message also includes a one-way function applied on
the tree token extracted from RREP which will be

checked by the tree node that sent the RREP message

to verify that the node that activated the rout¢his
same as the initial requester. An intermediate rmode
the route checks if the signature on MACT is valid
and if MACT contains the same sequence number as
the one in the original RREQ. The node then adds to
its list of tree neighbors the previous node arel th
next node on the route as downstream and upstream

neighbors, respectively, and sends MACT along the
forward route.

MULTICAST TREE MAINTENANCE

The network periodically broadcasts in the entire

network a signed GroupHello message that contains
the current group sequence number, the tree token
authenticator, and the hop count anchor. A signed
GroupHello message containing a special flag also
ensures that when two disconnected trees are
merging, one of the group leaders is suppressed.

DATA FORWARDING

The source periodically sends in the tree a request
message that contains its data transmission rate. A
this message propagates in the multicast tree,snode
may add their perceived transmission rate to ithEa
tree node keeps a copy of the last heard packet. Th
information in the message allows nodes to defect i
tree ancestors perform selective data forwarding
attacks. Depending on whether their perceivedisate
within acceptable limits of the rate in the message
nodes alternate between two states. The initiaé sta
of a node is disconnected; after it joins the noaki
group and becomes aware of its expected receiving
data rate, the node switches to the connected. state
Upon detecting a selective data forwarding attéuk,
node switches back to the disconnected state.

3. EXISTING SYSTEM

These focus mainly on efficiency issues
such as scalability with respect to network size,
traffic load, mobility, and on the adaptability to
network conditions such as link quality and power
requirements. Some of the proposed routing
algorithms also address security issues for a gurve
but their security is restricted to rather weak
adversary models. There are several reasons &r thi
the most important one being that it is hard to ehod
a formal security framework that captures all the
basic security aspects of a MANET.

4. EXPERIMENTAL RESULTS
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1IJCSMS
www.ijcsms.com



IJCSMS International Journal of Computer Science & Management Studies, Special Issue of Vol. 12, Ju@e12

ISSN (Online): 2231 -5268
WWWw.ijjcsms.com

| SRPODY

Source:  SRPO09 RREP

Destination

RREQ )

" NeghborDiscovery )

i | | FREQTans
Received MAC [ |
Shortast Path Labeld
 sedmcr ) Verify Route Activate Rote
<0 Ty
Data Forwarding Recsived Dat
Coomse ) (et ) 7 o0 O (G ) Demypt )

Enter the Keyw,

23

€ ok D cancel )

= RREP ( Heighbor Discovery. 3
e ER OB ROTI 085
SRPO03-33RP171-> P79 RP16S P17t
Gl 5p1c5 SRRSO T ROTE> R3PS
{ RREQ )
RREQ Stat
i e =
RREQ:1Sending...
Reclied MAC [ | [Received RREP
Recelved RREP
Shottest Pt SRPOOS->SRP17L-2SRP16S Receed RREF
( SendMACT 3 erfy Rote Activate Route
< ¥
Data Forwarding Received Data
Browse Encrypt ) Send Clear Decrypt

In Neighbor Node:

) SRPI7L

Source: SRPLT1 RREP

Destination [SRP793

ISRPO0Y

IRP165
RREQ )

MAC ‘ RREQ Status

Rofor 1 [sRPo0a]
Received MAC [ OoRuARDYaCEGExy OkndeF NFF —OnRUBGDYACEGHE g OhrZecFNFF—] MAC erfed, | | CORUARDACEEREqrChnZALFIFY

Shottest Path:  jLabel8

(st ) Verly Route Activate Route

Data Forwarding Received Data

Browse ) Encrypt Send Cear ) Decrypt

In Destination:

- SRPOD9

Soucer SAPOOY L ( eigborDisovery )

SRPOD3-3:5RP171- »SRP16S
Destination  \sppy5

SRPO03->5RPI71->5RP793- >5RPLES SRP17L
RREQ

SRPO09-35RPI71->5RP793- >5RPARL - >RP16S

RREQ Stat
A loqRungDvaCEE e OlnZdcPhFF= LERD
RREQ:15ending...
Received MAC | Received RREP
Received RREP
Shortest Path: SRPOOS-3SRP171-3SRP165 Received RREF
Sending MACT Message. .,
( ) Veify Route Hctivate Route
< b
Data Forwarding Received Data

Bromse ) [ Encrypt ) Send Cear ) Decrypt

m REQ for Path Activation

1IJCSMS
www.ijcsms.com




54

IJCSMS International Journal of Computer Science & Management Studies, Special Issue of Vol. 12, Ju@e12
ISSN (Online): 2231 -5268

Www.ijcsms.com

- SRPIGS

MAC [

Source: SRP16S RREP ( Neighbor Discovery )
SRPT93
]
Destination e
SRPIEL
FREQ )
RREQ) Status

R Not1 [3RP003, 5RP171]

Shortest Path: jLabel8

Received VA [0qRusgDncEerEqroknad: FFF —=OaRu v KESr Eqr OknZokFHFF=] MAC verifed, | |CoRUACDYACEERAEr bz

R.Ho:1 [SRPOY, SRP171, SR
OaRUASDY ICEGrEqrOknZdet
R.Ho:1 [SRPOY, SRP171, SR

" endma )

) OaRUASDYICEGIEqrOknZdet

VerlFy Route Actvate Route MACT Reteived. v
Data Forwarding Recelved Data
Browse ) ( Encrypt ) Send ( Cear ) Decrypt

Destination — spp165

RREQ

- SRPOD9. il
= RREP (- Meighbar Discovery }
Sursi=SRAN SRP000-»5RPLTL-+5RPLES
SRPO0D->3RP17L->5RPTO3- »3RPIES w171

SRPO09->5RP171-25RP793- 5RPY81 - »5RP1ES

RREQ) Staty

MAC ocRuREDYCESr Eqr OknZACFIFF= | RREQStas
RREC:15endng, . A

Received MAC [ | [Rereived REP
Received RREP

Shurtest ath SRPODS-3SRPITI->SRP16S RersivedRRER
Sending HACT Message, .
Path Activated.

VerfFy Route: Autivate Route v
<
Data Fawarding Rereied Data

Browse Encrypt Send Clear Decrypt
ERIEIERITS)

3

Message

el

ﬂ Path Activated

- SRPLGS .
Source;  SRP16S RRER ('

Destinaton [ | SRF793

SRP1TL
( RREQ )

NelhborDicovery )

SRPIEL

RREQ Status
R Nox! [SRPOS, SRPL7L R
OCRUADY3EEBrYEq OkrZe
R No:1 [SRPOUS, SRPL7L, SR

MAC I

Received MAC [0gR11B0vEGrAEq OHNZdFNFF==0gRUABDYICEGHAER ONZCLFNFF=] MAC Verfied, |

OCRUAEDY3EEEMYER OknZe
MACT Received.
Saurce and Path varfication

Shortest Path; jLabels

 sendmcr )

VerfyRots ) ( ActteRoke )

Data Fornardng Receved Data

481301046129 21346 129162 67 42 134 72 206 61 2 1 46 129 15()

Bowse ) ( Enpt ) [ et Cear ) Derypt )

®

Message

)
Encoded Data Received.

5. CONCLUSION AND
SCOPE

In our project a new security framework tailored fo
on-demand route discovery protocols in MANETs
was proposed. This represents a first effort towaard
formal security model that can deal with concurrent
attacks and is successful in mitigating a class of
hidden channel attacks the attacks that are imtrins
the wireless broadcast medium in a neighborhood.
However, as we observed above, there are a plethora
of other hidden channels that become available
through concurrent execution of route discovery
protocols. Additionally, in the context of mobility
which requires that route discovery take place
simultaneously with data communication, large
additional bandwidth is naturally generated and
available to adversarial nodes. Consequently, é th
proposed formal model, it is impossible to prevent
that adversarial nodes break up routes by inserting

FUTURE
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non existing links. To address this shortcoming,
either more flexible definitions of routes must be
employed (e.g., redundant routing) or it becomes
necessary to address global threats directly, sisch
those posed by Sybil, wormhole, and more generally,
man-in-the-middle attacks.
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